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	Reason for change:
	In the case of Ethernet traffic frames with a broadcast destination address need to be sent over all ports connected to the same VLAN (except the port where the traffic has been received ). IEEE has defined that the 24-bit MAC address prefix 01-00-5E is reserved for layer 2  multicast. It should be noted that IP Multicast Address are mapped to the Ethernet multicast address. The multicast traffic is managed as broadcast traffic and sent toward all ports  connected to the same VLAN (except the port where the traffic has been received). In general in Ethernet switches the Ethernet frames are forwarded based on the MAC address table which identifies which MAC address is present on which port/VLANs . The MAC address table may be built in several way, via configuration, from ARP messages, via IGMP snooping, etc.  The forwarding have to take into account both the MAC and the VLAN tagging if present,. The general rules for multicast and broadcast traffic can be defined as follow:
1) If the destination MAC address is a broadcast or multicast address, then the frame is sent to all ports with the same VLAN ID, excluding the received port. 
2) If the destination MAC address comes from the same port on which it was received, then there is no need to forward it, and the frame is discarded. 
3) If the destination MAC address comes from another port, then the frame is sent to the identified port for transmission matching the VLAN ID (i.e. the source and destination port shall be on same VLAN ) 
4) If the destination MAC address is not known, i.e. is not in the MAC address table,  then the frame needs to be flooded to all ports with matching VLAN ID, except for the port through which it arrived.

In case of UPF the port can be identified on the N3/N9 interface by the PDU session and on the port toward the related DNN on N6 interface. Furthermore the rules for forwarding the traffic are based on the PDR/FAR provided to UPF by SMF. 

The current R16 specification defines briefly how to manage the multicast traffic in clause 5.8.2.5 on Control of user forwarding , but the following aspects are not correct:
1) the ethernet broadcast and multicast traffic is not identified by the Source MAC address but by the usage of MAC address FF:FF:FF:FF:FF  (broadcast) or 24-bit MAC address prefix 01-00-5E (Multicast).
2) how VLAN is considered in forwarding is missing
3) unclear usage of MAC address without distiction when it is used as source or as destination which cause erroneous interpretation of the specification.

The Note 2 indicates that the SMF/UPF can remove the  MAC address from forwarding rules is has been not detected, but this is behaviour should be a specification requirement otherwise the traffic is send toward the wrong PDU session cause an incorrect behaviour of the services supported by Ethernet PDU session 
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[bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc11136914]5.8.2.5	Control of User Plane Forwarding
5.8.2.5.1	General
The SMF controls user-plane packet forwarding for traffic detected by a PDR by providing a FAR with instructions to the UPF, including:
-	Forwarding operation information;
-	Forwarding target information.
The details of the forwarding target and operation will depend on the scenario and is described below. The following forwarding functionality is required by the UPF:
-	Apply N3 /N9 tunnel related handling, i.e. encapsulation.
-	Forward the traffic to/from the SMF, e.g. as described in Table 5.8.2.5.2-1.
-	Forward the SM PDU DN Request Container from SMF to DN-AAA server
-	Forward the traffic according to locally configured policy for traffic steering.
-	Forward the traffic according to N4 rules of a 5G VN group for 5G VN group communication.
Data forwarding between the SMF and UPF is transmitted on the user plane tunnel established on N4 interface, defined in TS 29.244 [65].
5.8.2.5.2	Data forwarding between the SMF and UPF
Scenarios for data forwarding between the SMF and UPF are defined as below:
Table 5.8.2.5.2-1: Scenarios for data forwarding between the SMF and UPF
	
	Scenario description
	Data forwarding direction

	1
	Forwarding of user-plane packets between the UE and the SMF e.g. DHCP signalling.
	UPF to SMF
SMF to UPF

	2
	Forwarding of packets between the SMF and the external DN e.g. with DN-AAA server
	UPF to SMF
SMF to UPF

	3
	Forwarding of packets subject to buffering in the SMF.
	UPF to SMF
SMF to UPF

	4
	Forwarding of End Marker Packets constructed by the SMF to a downstream node.
	SMF to UPF

	5
	Forwarding of user data using Control Plane CIoT 5GS Optimisation
	UPF to SMF
SMF to UPF



5.8.2.5.3	Support of Ethernet PDU Session type
When configuring an UPF acting as PSA for an Ethernet PDU Session Type, the SMF may instruct the UPF to route the DL traffic based on detected MAC addresses as follows:
 - 	The UPF learns the MAC address(es) connected via N6 based on the source MAC addresses of the DL traffic received on a N6 Network Instance . 
- 	The UPF learns the MAC address(es) of UE(s) and devices conncted behind, if any, based on the source MAC address contained within the UL traffic received on a PDU Session (N3/N9 interface).
-	The UPF forwards DL unicast traffic (with a known destination address) on a PDU Session determined based on the source MAC address(es) used by the UE for the UL traffic.
-	The UPF forwards UL unicast traffic (with a known destination address) on a port (PDU Session or N6 interface) determined based on the source MAC address(es) learned beforehand.
-	In that case of multicast and broadcast traffic (if the destination MAC address is a broadcast or multicast address):
-	for DL traffic received by UPF on a N6 Network Instance DL traffic on the N6 Network Instance the UPF should forward the traffic to targets every DL PDU Session (corresponding to any N4 Session) associated with this Network Instance
-	for uplink traffic received by UPF over a PDU session on a N3/N9 interfacetraffic received by the UPF over a PDU session on a N3/N9 interface, the UPF should forward the traffic to the N6 interface and downlink to every PDU session (except toward the one of the incoming traffic) associated with the same N6 Network Instance
-	for uplink and downlink unicast traffic received by UPF, if the destination MAC has not been learnt, the UPF should forward the traffic to every PDU session associated with the same N6 Network Instance and towards the N6 interface. In any case the traffic is not replicated on the PDU Session or the N6 interface of the incoming traffic.
NOTE 1:	The UPF can consider a PDU Session or a N6 interface to be active or inactive in order to avoid forwarding loops. User data traffic is not sent on inactive PDU sessions or inactive N6 interface. This release of the specification does not further specify how the UPF determines whether a PDU Session or N6 interface is considered active or inactive. 

NOTE 2:	This release of the specification supports only a single N6 interface in a UPF associated with the N6 Network Instance

-	if the traffic is received with a VLAN ID, the above criteria apply only towards the N6 interface or PDU session matching the same VLAN ID, unless the UPF is instructed to remove the VLAN ID in the incoming traffic.
-	if the destination MAC address of downlink traffic that refers to the same N6 interface or PDU session on which the traffic has been received has the same source MAC address as the MAC address(es) used for UL traffic on the same PDU Session , fhe frame should be is dropped. 
When the Ethernet PDU Session Information is set in the PDR, the UPF drops such DL traffic based on the MAC address(es) used for the UL traffic. Alternatively, in case Ethernet PDU Session Information is not set in the PDR, the SMF may installs explicit downlink filters in UPF for this purpose.
NOTE 1:	This is done in order to avoid the formation of loops in case of Ethernet topology changes, e.g., due to topology changes in the Data Network and/or topology changes in local networks behind the UE and/or topology changes due to UPF relocation.

NOTE 2:	In order to handle scenarios where a device behind a UE is moved from one UE to another UE, a MAC address is considered as no longer associated with a UPF interface the SMF/UPF can remove a MAC address from the dropping rules when thein case that MAC address has not been detected as Source MAC address in UL traffic for a pre-defined period of time or it has been detected under a different interface (PDU Session or N6).
For ARP/IPv6 Neighbour Solicitation traffic, a SMF's request to respond to ARP/IPv6 Neighbour Solicitation based on local cache information or to redirect such traffic from the UPF to the SMF overrules the traffic forwarding rules described above.
NOTE 31:	Local policies in UPF associated with the Network Instance can prevent local traffic switching in the UPF between PDU Sessions either for unicast traffic only or for any traffic. In the case where UPF policies prevent local traffic switching for any traffic (thus for broadcast/multicast traffic) some mechanism such as responding to ARP/ND based on local cache information or local multicast group handling is needed to ensure that upper layer protocol can run on the Ethernet PDU sessions.
If allowed by local UPF (acting as PSA) policies, for Ethernet traffic with unknown unicast destination MAC addresses, the UPF should forward the traffic in the same manner as described above for the broadcast and/or multicast traffic handling.
The SMF may ask to get notified with the source MAC addresses used by the UE.
In order to request the UPF to act as defined above, the SMF may, for each PDU Session corresponding to a Network Instance, set an Ethernet PDU Session Information in a DL PDR that identifies all (DL) Ethernet packets matching the PDU session. Alternatively, for unicast traffic the SMF may and provide UPF with corresponding dedicated forwarding rules related with these MAC addresses notified by the UPF. 
[bookmark: _GoBack]
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